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Top 5 Techs 




ORTBDX 45 893.570 R«<Xf(S 






(TS//COMI N T/y X I ) Spuria/ Collection Senice ( SCS ). Covert SIGINT 
collection abroad from official U.S. Government establishments, typically U.S. 
embassies and consulates. Tire NS A partners with the CIA in the SCS 
constmd in which NSA employees under diplomatic cover conduct SIGINT 
collection. Special Collection Sites pro vide considerable perishable 
intelligence on leadership communications largely facilitated by site presence 
within a national capital. Depicted aie the current SCS sites, effective 1 
January 2002. 

0 Approximately 65 sites - in 1988 had 88 sites, our peak. 

0 SCS has always opened and dosed sites based on product ivitv. even prior 
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Tachnlcal S upp ort 
PSA - Bangkok 
RESC - Gough ton, UK 
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TOP SE CUE T//COM I N T//R E L TO USA, AUS, CAN, GBR Ail 



it ill si 

Tegucigalpa 
Tirana 
Vlann a* 
Zagrab 











TOP SIX WIT: COMINT NOFORN 202*1123 



10 Sep 201.0 



CLOSE ACCESS SIGADS 



CIom Agdcu SIGADs 



All CIomc Access (kimoiJC collect] on use* ihe US-3 1 34 SIGAD until a ufiicjuc iwo-Jctlef 
ftufTii for each largn location and minion Clone Acceu ovtncai GENIE collection has 
been Miiped ihe US-3137 SIGAD with a two- letter wilTix. 



(Note: Target* marked with an * ha\e eiita been dro pp e d or arc slated to 
be dropped in the ocm fuiitfc Please check with TaO RTD ROS 
1 - 1 37S& ) rcgarchng authorities status.) 
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With, DC 
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( jeneraJ Tom Description* 



HIGHLANDS; Collection from Implant, 

VAGRANT CoJkctiaa o ( Computer Scnen 

MAGNETIC : Sensor Col biion of gnetjc Fmnnabom 

MIXER ALIZE: Collection from LAN Implant 

OCEAN' Optical Collection System for Raster- Rated Computer Scrum 

I JFES AVER Imaging nflhc Hard Drive 

GENIE Miiki-tLqgc operation, jumping ihe itfgpp etc. 

RLACKIIFART Collection hem an FRI Implani 

PRX Pubhe R ranch Exchange Switch 

CRYPTO ENARLED Collection derived from AO t efforts lo enable crypto 



Dented Fran NSA-CSSM 1 -32 
Dated 20541123 
Declassify On 20W1I23 
TOP SECRET COMIVT NOFORN 202*1 123 



TOP SEC R ET COM INT NGI ORN ;»2* 1 1 23 



DROPMIRE 

CUSTOMS 

DROPMIRE 

implmied] 

dewsweepfr 



RADON 



pnaive collection of enanauais ming mi amentia 

Customs (ppoitniiei (not LJFF5AVFR) 

loser printer collection, purely proximal access ( 44 \OT M 

USR (Uni venal Serial R im ) hMdwarc hosi lap ibat provides 
COVERT link over USR link into a target network. 
Operate w/RF relay u^wyuem lo provide wireka 
Rrdgc into target network 

Ri -directional host tap that dan injoct Ethernet packets emo the 
same target Allows b-dmclional exploitation of 
Denied networks usmg standard on-nat tools. 



TOP SECRET COMrXT NOrORN 20M1I21 



